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Introduction

This document provides an orientation for the new user on the user interface, concepts of
operation, and administration of S4 Open appliances. The currently available products are
the S4 Open: N2 Switch, the S4 Open: OPC N2 Router, and the S4 Open: BACnet N2

Router. The product personality is controlled by the factory installed licensing selections.

The S4 Open: Management Console is used for administration and configuration of all
members of the product line.

1.1 S4 Open appliance relationship to the Johnson Controls
Metasys® system

This section provides an orientation of how the S4 Open appliances relate to your
Metasys® system.

The following graphic illustrates an S4 Open: OPC N2 Router installation with:
One Upstream N2 Network on COM4,

One Downsteam N2 Network on COM1, and

One OPC interface utilizing the Ethernet port

Easily Integrate other OPC based HMI
creating cost effective management solutions

oPC/ .Iconice Genesiz32

Ethernet OPC Based HMI " Acuity

Upstream A-Studio

Interface Reliable Controlz
Wonder\Ware
Emerzon Process Controls
stc...

OPC N2 Router

N2 Downstream
Communication N2 Bus

N2 Device N2 Device N2 Device N2 Device N2 Device
All N2 communications from the supervisory controller pass through the S4 Open
appliance. The S4 Open appliance is the gatekeeper for access to the N2 field devices and
controls which upstream system is allowed to become the master of the N2 bus at any
instant in time.

1.2 Verifying the Integrity of the N2 Bus

Before attempting to install an S4 Open Appliance it is strongly recommended that the
integrity of the N2 Bus be verified. We recommend using B&B Electronics ComBus
Quick Tester. The ComBus Quick Tester quickly tests the entire system. It checks bus
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voltages indicating Pass/Fail, counts all devices on the bus and identifies each for display.
It works as a Master Controller to check the entire system or segments of the network.

1.3 Physical Specifications
S4 Open appliances are hosted on an Advantech UNO-2059E industrial PC

Power supply voltage: 10-30 VDC, reversed wiring protection

Power Consumption: 0.6A max under +24V power input or 1.2A max. under
+12V power input

Power Requirement: 1A typical under +24 V power input or 1.5 A typical under
+12 V power input

e Operating temperature: 0 ~ 55°F (0 ~ 131°F)
e Chassis size: 164.8 mm (W) x 106.5 mm (L) x 35.5 mm (H) (6.5" x 4.2" x
o 14"
e Weight: 0.8 kg
2 Concepts

S4 Open appliances are implemented using advanced object oriented technology. This
gives our developers the power to perform the tasks necessary to deliver the services you
need. More importantly, it enables us to manage all of the proprietary details of physical
devices behind the scenes and present a consistent and predictable view of your building
automation environment to you.

Office:

Objects will dynamically be added or removed from the left hand navigation pane
as folders or detail objects as needed to represent your building automation
environment. You can expand or minimize the amount of detail that is presented
in the navigation pane.

Details about each object in the navigation pane will be presented in the right
hand pane.

Properties pages are available as right click options from many objects. Wizards
and drill down links provide more details about the objects and allow you to
adjust user settable parameters.

Real Time performance statistics are available from the properties page of many
objects.

Color coded icons are included in many places to give you quick look status
information about the objects that they represent.

Most operations are intuitive but help is available at any time you need it. You
can use the main Help menu item, right click on any object and select help in the
drop down menu, or press F1 on your keyboard.

Configuration changes can be made on an operational system and will
automatically be reflected in the data provided on all interfaces.
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‘iii 54 Open Management Console - [S4 Open Management ConsolelS4 Open OPC-NZ Router]

File Action Wiew Help
& x B 2

sﬂ 54 Open Management Console Mame Description
Y- Nnen OPC-ME R oLber - . N P . " . "
= 54 Open OPC-NZ Router P Euilding Control Network  Directory of building information available From this appliance.

= & Builking Control Hetwork %F‘hysical Metworks The physical networks connecked to this appliance.,
+ - Dz-9100

= %ﬁ Physical Metwarks
+ g Upstream Metwork,
* \:ﬂ.‘ Metwork 1
* \:ﬂ.‘ Network 2
* \:f\‘ Metwork 3

2.1 S4 Open Appliance

All system level commands are issued from the S4 Open appliance object folder or set
through associated properties pages. In the above example the specific product is the S4
Open: OPC N2 Router, so that is the default name displayed for the appliance object.
This name may be customized for your installation on the appliance properties page.

2.1.1 N2 Device Profiles

Point mappings are provided as N2 Device Profiles. A unique device profile is provided
for each combination of Metasys® hardware platform and application loaded into the
Unitary or Application Specific Controller. Vendor provided N2 Compatible devices also
have device profiles. Device profiles are automatically assigned to each device object by
the Auto Configure wizard. You have the option to override the assigned device profile
with your own variation for custom applications.

A default set of N2 Device Profiles are loaded when the S4 Open appliance is delivered
to you. Additional device profiles may be loaded via a library provided with the S4 Open:
Management Console from a properties page on the S4 Open appliance main folder, or
you may develop your own for unique requirements. Periodically check The S4 Group
web site for updated or new device profiles that may be downloaded and installed into
your S4 Open appliance at no charge.

2.1.2 Auto Configure Wizard

The primary system level configuration wizard is initiated as a right click command
option on the S4 Open appliance folder. In most cases initiating this command is all you
need to do to fully configure and commission a S4 Open appliance after loading the
appropriate set of N2 device profiles into the appliance.
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2.2 Building Control Network

The virtual objects in the Building Control Network (BCN) provide a unified view of
your building automation environment. All devices and their points found on the
downstream physical networks are represented as objects under this folder. Most of your
interaction with the system will be with objects contained in this folder.

N2 address translation is automatically performed as multiple legacy downstream N2
networks are configured into the BCN during the Auto Configure process, ensuring that
N2 addresses published to the Upstream N2 network will be unique. This allows you to
merge multiple legacy N2 networks into one virtual N2 network without having to
physically touch any of the N2 devices to adjust addresses. The properties page for a
device object shows the N2 address that it will publish on the Upstream N2 network. This
is a user configurable value. You can also see the physical network and physical N2
address where the device was found on a legacy N2 network.

Important Note - There is no data routing between the upstream interfaces and the
physical N2 networks until the Auto Configure process is completed. Even though points
exist on the devices on the physical N2 networks they are not accessible via any upstream
interface until this process is completed.

Auto Configure:

e Scans all physical networks
Creates all of the virtual objects in the BCN
Assigns N2 Device Profiles to device objects,
Creates the appropriate routing algorithms for all published objects, and
Publishes the point objects to the default upstream interfaces.

The virtual devices and points contained in the BCN folder can be published to any
licensed upstream interface. You have the option of overriding the default publishing
configuration on the properties page of any point object.

By default:

e All current S4 Open appliances publish all point and device objects to the
Upstream N2 interface.

e The S4 Open: OPC N2 Router, in addition, publishes all device and point objects
to the industry standard open OPC interface with the addition of “Release” points
witch OPC does not natively support.

e The S4 Open: BACnet N2 Router, in addition, publishes all device and point
objects to the industry standard open BACnet interface.

You can manually create purely virtual device objects and point objects in the BCN. That
is, objects that have no linkage to a physical device. These objects are used by our
optional controller packages to store the results of calculations or publish global
variables.
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The “online” status of a N2 device is denoted by the color of the associated device object
icon. If access to a device fails the N2 router will try multiple times to re-initialize the N2
device and try the N2 command again. This is completely separate and independent from
the online / offline status of a device in a Metasys® supervisory controller, Operator
Workstation, or M-Series Workstation.

2.3 Physical Networks

Folders and objects within the container represent communications interfaces to the S4
Open appliance. Within the properties page for each network object you can

e Associate a physical COM port with the network

e Associate an Ethernet Serial Server with the network (this feature has not been

implemented yet)

e Monitor real time performance of the network

e Examine the properties of devices found on the legacy N2 network

e Search for Field Devices on the network

e Enable or Disable the network
Most of your interaction with objects within the Physical Networks folder will be during
initial setup of the S4 Open appliance or when using the S4 Open appliance as a
diagnostic tool for your legacy N2 networks.

2.3.1 Upstream Network

A network object for the upstream N2 interface used to publish device and point objects
resides under the Physical Networks folder. By default, this is configured for COM4.

Connecting a Metasys® supervisory controller to the Upstream N2 port is completely
optional (except when using the S4 Open: N2 Switch). If there is no Metasys®
supervisory controller attached the S4 Open appliance will assume the role of the N2
Master automatically. You can disable the Upstream N2 network from its property page
if you want to shut off communications to the Metasys® supervisory controller.

Important Note -We always caution customers about the risks of keeping both their
legacy Metasys® supervisory controller and their new head end in the configuration.
Doing this is technically viable but both head end systems may try to control the value of
a point on a N2 device at the same time. You need to understand the control algorithms
and programming implemented in both head end systems and make sure there are no
conflicting control actions being generated.

2.3.2 Open Upstream Interfaces

Depending on the model of your S4 Open appliance it will support one or more of the
following open protocols / interfaces as a target for publishing Device and Point objects
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to. OPC, BACnet / IP, XML, and SNMP utilize the system’s Ethernet port and therefore
these options will not have a network object in the Physical Networks folder. Others, like
BACnet MS/TP do require a physical interface. In these cases you will see additional
network objects in the form of additional folders under the Physical Networks folder.

2.3.3 Network 1, Network 2, ENetwork n

e——— @m Network nis a view of what the S4 Open appliance has

e [ Eeforeree found on each of the Downstream legacy BAS networks or
e field buses. “n” refers to the network number.

e A “=== | The network type is found in the properties page for the
i network. In this case we are working with Metasys® N2
networks.

Important Note -The Search Field Devices command
available from a right click on the Network device object
folders should be used only when manually configuring
the system or using the console as an N2 network diagnostic tool. Search Field Devices
creates device objects in the corresponding Network n folder but does not fully configure
the system. Under normal circumstances the Configure command at the router node level
will do the entire process of setting up the system.

2.3.4 Network Extended N2 Connections

If you need more Downstream N2 interfaces than are physically provided by the COM
ports on the appliance, or you need to extend N2 connections over your Ethernet
infrastructure, commercially available Ethernet Serial Servers may be utilized.

The serial server is fully integrated with the network object interface. You will select a
serial server type and its IP address via the properties page for the Downstream or
Upstream interface. Utilizing this technology you can add as many Downstream networks
as you need to license for an installation (within reason), however you can have only 1
Upstream N2 network. Contact your reseller if you need to purchase licenses for
additional interfaces.
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Metwork Type:  Johnson Controls Metasys N2

Physical Transport: | Buitdn RS485 Port 1

Details
¢ ESPO01 Serial
BEB Electronics ESPI02 Serial
Sealevel 4102 Serial Server

k1
1

The initial release of the S4 Open appliances supports Advantech, B&B, and Sealevel
systems devices. Check the S4 Group web site for an updated list of tested and supported
devices.

Important Note — The S4 Open appliances provide a lot of flexibility when integrating
legacy N2 networks. Please be aware that you must still follow all of the address space
limitations and honor the Metasys® reserved N2 addresses when publishing to the
Upstream N2 network. Typically, this means that you can assign N2 addresses 1 through
253. Addresses 0, 254, and 255 are reserved for Metasys®.

2.3.5 Com Port Assignments

Physical COM ports are labeled on the S4 Open appliance case. The default assignment
of the UNO 2059 serial ports by an S4 Open Appliance is:

COM4 — Upstream N2 Network

COML - Downstream N2 Network 1

COM2 — Downstream N2 Network 2

COMS3 — Downstream N2 Network 3

The assignments of N2 networks may be changed as required by your project through the
S4 Open: Management Console. All COM ports have been factory configured to be
compatible with your Metasys® N2 bus.

2.4 S4 Open: Management Console

All user interaction with the system is done through the S4 Open: Management Console.
The console will enable you to manage all S4 Open appliances in your enterprise. Start
the console from your Windows Start button.

The S4 Open: Management Console is compatible with Windows XP and later versions.
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The console may be installed on as many machines as you need at no additional charge.
Note: You will need to manually uninstall any previous versions of the console prior to
installation.

3 System Administration and Operation

This section provides a sample of the most used features and services of the S4 Open
appliances. It is intended as a Quick Start Guide to continue your orientation to the
system and not as a complete user’s manual. The system has many more features and
capabilities than described here. Refer to the on-board Help system for complete details.

3.1 Automatic Windows Security and Port Configuration

Upon startup the S4 Open: Management Console automatically verifies that the host it is
running on has its ports and firewall configured properly for communications with any S4
Open appliance. It will prompt you for permission to change any settings that need to be
adjusted for proper operation. The S4 Open: Management Console will also make any
adjustments necessary for 3 party client programs running on the same host to
successfully communicate with the S4 Open appliance

3.2 Auto Detecting S4 Open Appliances

The S4 Open: Management Console starts in Auto Detect mode by default. Any S4 Open
appliance in the same local network segment will automatically identify itself to the
console and be identified by an S4 Open appliance object represented by a new folder in
the console navigation pane. The status of the Auto Detect service is indicated in the
lower right hand corner of the window any time that the “Console” node is selected in the
left hand pane.

‘i S4 Open Management Console - Auto Detect ple]
File Action View Help

& BR 2 %4

=954 Open Management Console Find 5% Open Aoplinies Name Type Address
# Q1) 54 Open OPC-NZ Router 7 81) 54 Open OPC-N2 Router 54 Open OPC N2 Rauter 192.168.16,30

< >

Auto Detect

Notice that the magnifying glass icon is selected in the menu bar. You can use this button
to put the system into Auto Detect mode or to do a scan of a specified range of addresses
for S4 Open appliances.

Important Note - In this initial release on the S4 Open: Management Console you see a
periodic snapshot of status information from the S4 Open appliances. Occasionally, you
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7.
., &

i
a2t

may need to use the F5 key (Refresh Screen) to get the most recent status of an appliance
or object configured in an appliance. Please try this before assuming that the information

you see is incorrect.

3.3 Manually Linking to S4 Open Appliances
To manually add appliances that are not Auto

Detected, right click on S4 Open: Management
B = “‘ew °"§ L Console and select New -> Link to S4 Appliance.
— S Add the appliance to the console by IP address.
x Pw— Refer to Help for detailed instructions on the Auto
—— e Detection Service for your S4 Open appliance.
\I\lli:lvv\\l’ ‘Window from Here ' R
New Taskpad View.. Alternatively, rvr— Lirk To
o you can click [ wen b Appliance
— on the S4* e B @5
icon on the R o oo e s Lo S 0 5 o e ]
menu bar to

manually set up a link to a S4 Open appliance.

You complete the process by specifying the IP address of the desired S4 Open appliance
in the following window.

Create Link To Appliance @

Network-Address: | ‘ B
54 Open OPC-N2 Router Properties
[]'work Offline
H Metwork, Identification | Security | Performance | Device Profiles
Sl 54 Open OPC-NZ Router
[Cencel ] [hep ] Ul erson 104 Fevison 653
Serial MNumber: 5406904, AC.94.C.D0.00
Statuz: Running
Description:
Location:
3.4 Setting System Options Bonfest P
The Date, Time, and Time Zone can be SystemClock: | 12:4321 PM 05/24/2007 4
configured from the General tab on the
Appliance Properties page. To get to the
properties page right click on the S4 Open
appliance folder in the navigation page and oc_J [ Cared |

select Properties.
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3.5 System Status

The S4 Open appliance is normally in

“Running” mode when the Properties/General
| Metwork Identification | Security | Performance | Device Prafiles tab |S Vlewed

54 Open OPC-N2 Router Properties

Sl (54 Dpen OPCN2 Fiouter | If the system is in “Service” or anything other
than “Running” mode this typically indicates
Tupe 54 Dpen OPC N2 Router either a licensing problem or incorrect

erzion 1.04 Revizion 999 . .
software installation on the S4 Open

appliance. In this case you will need to

Serial Number:  540.63.04.AC.34.C3.00.00

itatus_: t_ |Hummg | contact your reseller for assistance.
Descrphion:
| ' || 3.6 Remote System Reboot
St | If it ever becomes necessary to reboot your S4
System Clock: | 1243:21 PM 05/24/2007 % | [ pdvanced.. | Open appliance you can do this remotely
using the Reboot button on the General tab of
-_ﬁeboo R . .
: the Properties page. You will see a change in
e the system status, hear a short beep from the
appliance itself, and the system will be
restarted.

3.7 Enabling or Disabling Physical Networks.
You can disable

unneeded

physical networks B, oo So2 %28 e
by selecting or | * g
deselecting a R

check box onthe § A |
network | s Comotd

properties page.
When you disable
a network it will
be ignored during |
the “Configure”
process. At run
time no communications will occur with disabled networks. You will see the network
device object icon go gray for disabled networks. For instance, here the Upstream
Network is disabled.
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3.8 Auto Configure

Run the Auto Configure process by right clicking on the top level folder of the S4 Open
appliance and selecting Configure.

TS -

ol |

GoTo Next

portant Note - You can skip forward in the
process using the “GoTo Next” control any
time that the system is exploring or searching
downstream networks by selecting the down
arrow icon to the right of the progress bar.
This feature can significantly decrease the
amount of time that it takes to commission a
S4 Open appliance if you are sure of the number of N2 devices on each legacy N2
network and the highest address where a device will be found.

3.9 N2 Device Properties

Each device object configured by the system has a properties page where you can
investigate details about the device.

e The N2 device hardware type Point Multiplexer (UNT) at 03 Properties 3]
e The loaded Metasys® application el [ PryscalDovic | Petcmence
e The N2 Device Profile assigned. You can B oo an 2o
manually override the assigned N2 device i
profile by clicking on the Change button. [
e The device’s actual N2 address on the physical S Dfe
network Address: 03| Metasys® N2 Addiess

e The virtual N2 address assigned to the device
The Metasys® firmware version running in the

device
The HVAC PI’O VeI‘SIOI’l Advance d Information
e The device creation date

3.10N2 Point Assignments

Device Types are defined based on the hardware family and loaded application. The point
mappings were taken from information available in vendor documentation and are
provided based on the information available. Before relying on these mappings for
mission critical activities we advise you to take several preliminary steps.

e Prune any unneeded points from the device to minimize the volume of traffic

generated.
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e Look at the comments for each point and adjust the source string to reflect the
actual configuration of the device. In some cases point addresses are dynamically
assigned to a specific physical /0O when the application is loaded into the device.

o If your devices include any manually configured single side loop point
definitions, etc. these will need to be manually added to the S4 Open appliance
Device Type definition.

e In some cases the application generation process uses points for different
purposes depending on your response to the Q&A session while the device is
being defined and loaded. In these cases multiple alias names for the point have
been provided. We advise you to remove those that are unnecessary from the
Device Type definition.

OccupiedHeatingSetpoint Properties RPIR
Device Type definitions may be modified in several || sows souee
ways. You can always edit the point definitions
from the S4 Open Management Console. Changes e i
will take effect immediately. Alternatively, you can
edit the N2 Device Profile for the device. This is a
comma separated value (.CSV) file delivered with
the system or obtained by exporting a Device Type.
After editing the N2 Device Profile to reflect your
requirements it will need to be reloaded into the
Device Type library.

3.11Testing Points

Select a point associated with a device object in the right hand pane of the Building
Control Network object in the S4 Open: Management Console.

Right click on the point and select properties.

Use the Test button on the Source tab to start the point test process.

. Select the appropriate button to confirm that the point
‘ _ can be read or written. Before writing a value to a point
you must be sure that the point is configured as writable
in the S4 Open appliance and that the BAS field device
will allow the point to be written. Values entered into

the write dialog box must be of the proper data type and
within the size range of the data point being tested.
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3.12Updating an S4 Appliance

The S4 Appliance can be easily updated with a USB thumb drive. Place in the root
directory of the USB drive all of the files and folders that are part of the update package,
these will include a “startup” folder, an “automation net” folder, and control files. The
system can recognize the following commands in the form of control files (note that these
files are empty, the system maintenance process just looks for their existence in the root
directory):

File Name i Action

noS4appliance - Will start up the UNO 2059 without initiating the S4 Open applications.
As long as this file exists on the USB thumb drive the appliance application will not start

up.

updateS4appliance - saves the certificate and automation.net.xml files from the current
configuration. Then updates the build and startup.bat file on the appliance. After the
action is completed this file is renamed to prevent accidental multiple updates.

initS4appliance - saves the automation.net.xml file from the current configuration onto
your USB thumb drive. This replaces the automation.net.xml on the appliance with a
default configuration file. After the action is completed this file is renamed to prevent
accidental initialization of the system configuration.

You can simultaneously request several maintenance actions by creating the appropriate
files in the root of the USB thumb drive.

To initiate the process simply insert the USB thumb drive into the appliance and reboot
the system via the management console, this makes sure that all configuration
information is saved before the reboot. Note: You must use a USB 1.0 compatible thumb
drive.

The update and initialize process could take several minutes to complete. While the
update is in process you will not be able to access the appliance through the Management
Console. You will hear a beep from the appliance when the reboot is initiated and another
beep as the N2 Router application starts its initialization process. A log file is created in
the Startup folder on the USB thumb drive indicating the results of the update process.
Verify that all file copies were successful in this log file. When the application is fully
operational you will again be able to access it through the S4 Open Management
Console. As a final step verify the version information through the Management Console
using the properties page for the appliance.
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3.13Updating The Management Console

S4 Open Management Console updates are applied separately on your Windows PC
using the provided .msi file. You will need to uninstall any previous versions using the
Windows Add / Remove Programs facility before installing the update.

4 |IT Security and Network Administration
Considerations

Under normal circumstances you will not need to use the information in this section. It
provides information about system installation, how the system utilizes your IT
environment, and security considerations. It is provided here to assist your IT staff in
supporting the S4 Open appliances.

4.1 S4 Open: Management Console Installation

The S4 Open: Management Console is installed from a Microsoft installation package.
Typically, this is named “S4 Open Management Console.msi”. Simply copy this file to
each PC upon which you want to install the software and double click on the file name.
The installation process will automatically start and a wizard will guide you through the
process.

4.2 Automated Error Reporting

The S4 Open appliances and the S4 Open: Management Console are all capable of
automatically sending error reports to the development team. In order to enable this
capability you must ensure that an SMTP path exists through any routers or firewalls
from the device to the Internet.

4.3 TCP /IP Port Requirements and Firewall Settings

The following ports must be open to enable full functionality of the S4 Open appliances.
The S4 Open: Management Console properly configures these resources for the host
system it is running on but there may be occasions where your IT support staff or
network administrator needs to know these details.

UDP Port 135 - DCOM / OPC Support

TCP Port 25 — Outbound SMTP support

UDP Port 61134 — Auto Detect S4 Open Devices

UDP Port 68 — BOOTP Support for the S4 Open: Management Console

UDP Port 68 — DHCP support for the S4 Open: Management Console

4.4 Windows CE Remote Management Tool

The Windows CE Remote Management Tool is available on all UNO-2059E systems and
later. The remote management tool can be accessed using a web-browser pointed to the
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IP Address of the S4 Open appliance. The default user name is Admin and the password
is S4Appliance. Please note that the S4 Appliance must be power-cycled for
configuration changes made using the remote management tool to take effect.

4.5 IP Address Configuration

A new system installation defaults to automatic IP assignment. If the customer network
contains either a BOOTP or DHCP server it will use the MAC address of the appliance to
assign either a fixed IP address or a dynamic IP address to the S4 Open appliance. We
highly recommend that your IT department configures your BOOTP or DHCP server to
assign a fixed IP address to the S4 Open appliance.

Manual IP address assignment is possible if your network does not contain either a
BOOTP or DHCP server. The S4 Open: Management Console will intercept the address
assignment request from the appliance and initiate a dialog enabling you to manually
assign the required information. Enter all IP related parameters into the dialog box.

4.6 Windows Domain or Workgroup Membership

The UNO 2059E chosen for the production release of the S4 Open appliances runs a
release of Windows CE.NET that can fully participate as a host in a Windows domain or
Workgroup environment. This allows any OPC client with a built in OPC browser that is
Windows aware to search for and attach to remote S4 Open: OPC N2 Routers.

Some OPC clients support only browsing local OPC Servers. The first point release of
The S4 Open: Management Console includes an enhancement to accommodate these
clients. Registry entries set up on the local machine will make the S4 Open appliance
appear to be a local OPC Server to the OPC client when, in reality, the communications
are transparently being redirected to the remote machine. This can be done manually but
it is a tedious process automated by the S4 Open: Management Console.
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5 Appendix A1 OPC Specific Information

5.1 Point Naming Conventions

Each N2 device is assigned a folder name under the OPC Server. Points for each N2
device are enumerated under this folder.

5.2 Addressing the OPC-N2 Router

From the Microsoft networking standpoint, our appliance looks like a standalone
application server that is outside of the Windows domain environment. This brings up
several concerns that users and integrators traditionally have with distributed OPC
installations:
o DCOM configuration and security.
e Many developers have written their OPC clients in a way that is very dependent
on Microsoft Active Directory and domain services.
e Some OPC clients support only local OPC servers or provide much better support
for local OPC servers than for remote servers.

The S4 Open Management Console eliminates all of these typical issues with remote
OPC server support. As it detects each S4 Open: OPC-N2 Router in your network, it
transparently creates a local OPC Proxy Server and establishes a tunnel to the appliance.
The OPC Proxy Server, and associated tunnel, is established on the local machine during
the Auto Detection process, or manual linking process, for S4 Open appliances. We take
care of all of the details for you! From the standpoint of your OPC client application, it is
talking to a local OPC server so there are no DCOM configuration or security issues, and
you benefit from the full functionality of a local OPC server and can simply use the
clients OPC browser functionality to map points. If you’re interested in more technical
details - it is actually an In-Process OPC Server. Some OPC clients make a distinction
between a local OPC Server and an in-process OPC Server. If this is the case for your
OPC client configure the interface as an in-process OPC Server.
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6 Appendix BT BACnet Specific Information

6.1 Point Naming Conventions
The BACnet-N2 Router gets assigned a user selectable BACnet Network Number and
Device ID. It uses the BACnet IP protocol. Points on N2 devices connected to the
BACnet-N2 Router are assigned standard BACnet Object Types and Instance numbers.
The Instance numbers are generated as 6 digit integers as follows:

e The leftmost 3 digits: The N2 address of the originating N2 device.

e The rightmost 3 digits: A sequence number to make the instance number unique

starting at 1.

6.2 PICS Information

The initial draft of the PICS document for the BACnet-N2 Router can be found on our
website.
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